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AIM OF POLICY:  To give a clear understanding of the legal gateways the States of Jersey Police can disclose personal and non-personal information held by them.
BENEFIT OF POLICY:  Establishment of a standard process for disclosure.
REASON FOR POLICY:  In promoting this policy the States of Jersey Police recognises the priority of effective resource management and the security of the information held.
DESCRIPTION OF POLICY:  Disclosure of Personal and Non-Personal Data Policy
SOURCE DOCUMENT:  Data Protection (Jersey) Law 2005
GROUPS AFFECTED:  Police Officers and Police Staff

ACCESS AND DISCLOURE RESTRICTIONS:  Not protectively marked

In the application of this policy the Police Force will not discriminate against any persons regardless of sex, race, colour, language, religion, political, or other opinion, national or social origin, association with national minority, property, birth, or other status as defined under the European Convention Human Rights (ECHR)”
Public disclosure is approved unless where otherwise indicated and justified. A hard copy will be made upon written request. Any challenges of this policy or decisions will be made in accordance with the Force complaints procedure.
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1. Introduction

The States of Jersey Police holds and processes a great deal of information, some of which is of use to other agencies within the Island and much of which other people would like sight of for one reason or another.  As such, and to fulfil legal obligations, this policy aims to explain how disclosure of information fits within the workings of the Force.

In the application of this policy the Force will not discriminate against any persons regardless of sex, sexual orientation, race, colour, language, religion, political or other opinion, national or social origin, association with national minority, property, birth or other status as defined under Article 14, ECHR.  Consideration has also been given to the compatibility of the policy and related procedures with the Human Rights Law; with particular reference to the legal basis of its precepts; the legitimacy of its aims,; the justification and proportionality of the actions intended by it; that it is the least intrusive and damaging option necessary to achieve the aims; and that it defines the need to document the relevant decision making processes and outcomes of actions.

2. Personal Data

The gathering, holding and processing of personal data is governed by the Data Protection (Jersey) Law, 2005.  Under this Law personal data is defined as -:

“Data which relate to a living individual who can be identified” :

(a)
from those data; or

(b)
from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller
[1], 
and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.”
The States of Jersey Police holds personal data relating to victims, witnesses, suspects, criminals, informants, contractors and its own staff.  All such data needs to be handled with due care and according to the eight principles laid down in the Data Protection Law.

Under this Law, personal data cannot simply be transferred or released to anyone that asks.  The unauthorised disclosure of a person’s criminal record could affect their chances of obtaining or retaining employment or revealing someone as an informant could put their life at risk.  We have a duty of care over that data and unauthorised disclosure can lead to the Force or individual responsible being prosecuted and fined.

3. Consequences of an Unauthorised Disclosure of Personal Data

An unauthorised disclosure of personal data could have one or more of the following consequences:-

· Embarrassment or distress to the data subject

· Threat to life or well-being of the data subject

· Failure of a prosecution

· Abandoning of a current operation

· The Force or individual facing criminal proceedings resulting in a fine

· The Force or individual facing a civil court case

· The Force being open to criticism from the public and the media

· Loss of public confidence in the Force

4. Disclosures of Personal Data

The following are circumstances in which a disclosure of personal information can be made.  Where stated, justification for such a disclosure should be recorded as it may be necessary to defend ourselves against an accusation of unauthorised disclosure.  Any queries should be discussed with the Data Protection Audit Officer or the Information Security Manager.

4.1. Disclosures for Force Operational Purposes

Under Article 29, 1(a) and 1 (b) of the Data Protection Law the Force can claim an exemption allowing the disclosure of any personal data necessary for the following purposes -:

· The prevention, detection or investigation of crime within or outside the Bailiwick;

· The apprehension or prosecution of offenders within or outside the Bailiwick

where the non-disclosure of said data would prejudice the carrying out these activities.
Also;

Article 7 (Report of occurrences) of the Police Force (Jersey) Law 1974 requires that:
· The Chief Officer shall inform a Connétable as soon as may be of the details of any occurrence in his or her parish which required action by the Force and of any investigations which are being conducted by the Force in the Connétable’s parish. 

· The Connétable of each parish shall inform the Chief Officer as soon as may be of the details of any occurrence (other than one of a trivial nature) in the Connétable’s parish which required action by the Honorary Police.

As such, it is possible to disclose personal data to other law enforcement bodies, other bodies / agencies or relevant parties, both within and outside the Bailiwick.  If the disclosure is to an organisation / relevant party outside of the Bailiwick it is necessary to determine that that country has adequate data protection legislation in place or that the organisation has agreed to handle the data in a manner commensurate with our Data Protection Law.  This can be clarified by the Data Protection Audit Officer or the Information Security Manager.

With organisations to whom such disclosures are commonplace the Force is likely to have in place either an Information Sharing Protocol or a Memorandum of Understanding stating what personal data is shared, how it is shared and how it should be stored.  

Such a disclosure should have a recorded justification if it does not fall within an Information Sharing Protocol or Memorandum of Understanding.
Sarah’s Law allows parents, carers and guardians to be able to formally ask the police to tell them if a person that has access to a child or children has a record for child sexual offences.

The applicant could be a family member, friend, neighbour or anyone that is worried about the safety of a child, but if a disclosure is to be made, it will only be to the person(s) best placed to protect the child.

It is important to note that the scheme gives people the right to ASK, not the automatic right to KNOW. For example, the scheme is not designed for general queries around whether there is a sex offender resident in a particular place, but it will apply if an individual has direct access to a child or children
Claire’s Law has two functions,  firstly  if gives a “right to ask” – this enables someone to ask the police about a partner’s previous history of domestic violence or violent acts. 
Secondly it allows a “right to know” - police can proactively disclose information in prescribed circumstances. 
Both Sarah’s and Claire’s Law are disclosed with officers making a Public Interest Disclosure to individuals due to a range of concerns, see section 4.6.
4.2. Disclosure of Criminal Records

An individual can request a copy of their criminal record for employment purposes at a cost of £20.  This is known as a Basic Disclosure Police Certificate and shows only unspent convictions and cautions in accordance with Rehabilitation of Offenders legislation.  

In addition to this for certain employment areas, mainly involving proximity to children or vulnerable adults, a prospective employer, with the signed consent of the individual, can request a more detailed profile of a person’s criminal history including all convictions and cautions and relevant or non-conviction data eg involvement with police that did not result in conviction or caution but that may be relevant to a prospective employer when making an informed recruitment decision.  This is known as an Enhanced Disclosure. 
Such disclosures are carried out by the Jersey Vetting Bureau staff upon completion of the appropriate form.  Any disclosure of non-conviction data is authorised on behalf of the Chief Officer by an officer of Chief Inspector, Superintendent rank or by the Deputy Chief Officer. The information obtained by the JVB will ONLY be supplied to the applicant and NOT an employer.
4.3. Subject Access Requests

Under the Data Protection Law, data subjects can request that an organisation furnishes them with a copy of all data held about them, whether computerised records or certain hard copy records.  The Force charges £20 to fulfil such a request and has 40 days in which to respond with the data.  A requestor is required to complete a form and provide identification before any information is disclosed.

Information that is to be disclosed can be both fact and opinion and it is an offence to withhold data that should be released under the Law.

Information can be withheld if it is felt it will prevent our primary aims of prevention and detection of crime or apprehension and prosecution of offenders.  

We can also withhold data provided by a third party to whom we have a duty of confidentiality.  Other data owned or provide by a third party will require their consent to be disclosed in full although we may be required to provide a summary if consent is not given to meet our requirements under the Law.

Subject access requests are dealt with by the Data Protection Audit Officer and staff within the Jersey Vetting Bureau.  It is not always clear from the original request received from an individual that they are asking for subject access so any request for information should be passed to the Data Protection Audit Officer to be assessed.

4.4. Disclosure for Criminal Court Proceedings

Personal information will be disclosed to defendants or their advocates involved in a criminal court trial.  

4.5. Disclosure for Civil Court Proceedings

The Police obtain personal data from witnesses, victims and suspects as part of criminal proceedings and for policing purposes and it is on the understanding that this is used by the Police only for these reasons that the data is given.

Information may also be requested via court order and these should be referred to the Data Protection Audit Officer.

Other requests for information will be handled on a case-by-case basis and should be referred to the Data Protection Audit Officer.

4.6. Disclosure using a ‘Public Interest Disclosure’ method
The basis of the Data Protection Law is that personal data held by an organisation is held securely, for lawful purposes and is not released to anyone that does not have a legal right to the data or has the consent of the subject to receive it.  However, it is recognised that on occasions officers may be aware of personal data that for public protection and safety reasons should be disclosed to a third party.  
However, it is important that sufficient thought is given to the consequences of the disclosure and, where possible, that the data subject is made aware of the disclosure.  A form for this purpose is attached as Appendix 1 and can be requested from the Data Protection Audit Officer or the Information Security Manager.  Guidelines for the completion of the form are attached as Appendix 2.

Such disclosures could have an extreme effect on the data subject’s private life, work life and health and well-being and as such should not be made without strong justification and the authority of an officer of Chief Inspector rank or Superintendent / Director.
If authority is not given by an officer of Chief Inspector or Superintendent the requesting officer can submit the disclosure request to the DCO for a final decision.
4.7. Disclosure to the Media

The disclosure of personal data to the media is governed by the States of Jersey Police Media Policy.

4.8. Disclosure of HR Records

Under the Subject Access provisions of the Data Protection Law a staff member is entitled to a copy of their HR record.  It has been agreed that in these circumstances there is no need to pay the £20 fee.  An individual who wishes to view their HR record should make a request to the HR department, either in writing, verbally or by email.  HR staff will then arrange a time to grant the request.

4.9. Disclosures of Information Exempt Under the Data Protection Law

There are several exemptions under the Law that enable the disclosure of information under certain circumstances that would otherwise not qualify for disclosure.  It is such an exemption that enables the States of Jersey Police to request information from organisations that would not normally be disclosed (Article 29 1(a) & (b)).

Advice should be sought from Data Protection Audit Officer or the Information Security Manager before making a disclosure under any quoted exemption.

5. Compliance

Compliance with this policy will be monitored by Department Heads on a day-to-day basis.

The Data Protection Audit Officer or the Information Security Manager will monitor compliance in the form of spot checks and audits.  The justification for a disclosure may well be sought as part of this process.

6. Review

This policy will be reviewed every two years unless there is a need to review it sooner.

The next review date will be October 2016.

Appendix 1

RESTRICTED when complete

	
	STATES OF JERSEY POLICE

Disclosure to Third Party Form
	Police Headquarters
Rouge Bouillon
St Helier
Jersey
JE2 3ZA
Tel (1534) 612612


Pre-Disclosure Justification

	Data Subject

	Name
	
	Date of Birth
	


	Third Party

	Name
	

	Organisation (if applicable)
	

	Relationship to Data Subject
	


	Information to be Disclosed

	


	Reasons for Disclosure

	


	Implications of Non-Disclosure

	


	Implications of Disclosure

	


	Will data subject be made aware of the disclosure?

	Yes / No

	If ‘No’, Reasons Why

	


	Method of Disclosure

	Data Subject
	

	Third Party
	


	Requesting Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


	Authorising Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


Post Disclosure Review

	Date of Disclosure

	Data Subject
	

	Third Party
	


	Notes/Comments

	


	Disclosing Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


RESTRICTED when complete

Appendix 2

Guidelines on the Completion of the Disclosure to Third Party Form

The following information will help in the completion of the Disclosure to Third Party form, enabling the Force to justify the reasons for disclosure if challenged.

	Data Subject

	Name
	
	Date of Birth
	


Enter the name of the data subject (that is the person whose information you wish to disclose) and their date of birth.  This will aid identification should further information be required by either the authorising officer or someone checking the disclosure at a later date.
	Third Party

	Name
	

	Organisation (if applicable)
	

	Relationship to Data Subject
	


Enter the name of the third party (that is the person to whom you wish to disclose the information).  Should the third party be the representative for an organisation linked to the reason for the disclosure (ie school or residential home) enter the organisation name.  If not, and the disclosure is to a private individual leave the organisation box blank.  Enter the relationship to the data subject (ie employer, partner).  This will help identify why it is felt this disclosure is necessary.
	Information to be Disclosed

	


In the ‘Information to be Disclosed’ box detail what information it is you wish to disclose.  Do not state simply that the person has previous convictions that are a cause for concern.  List out exactly what convictions the person has that relate to the need to disclose to a third party.  Include any intelligence that you wish to include as part of the disclosure.  Do not include any convictions and intelligence that is not wholly relevant to the disclosure you wish to make.  For example – for child protection purposes a conviction for drink driving from 20 years ago is not relevant and should not be disclosed.
	Reasons for Disclosure

	


In the ‘Reasons for Disclosure’ box list out the reasons why you feel it is necessary to tell a third party the information included in the box above.  There should be specific reasons such as ‘the data subject’s partner has two small children that are at risk as a result of the previous convictions listed above’, not ‘if the partner decides to have children with the data subject in the future they should be aware of the risk involved’.  Everyone has a right to a private life as laid down by ECHR and it is not for the Police to prevent that from happening based on speculation about what might happen in the future.
	Implications of Non-Disclosure

	


In the Implications of Non-Disclosure box list out what you believe are the implications and risks if the third party is not made aware of the information.
	Implications of Disclosure

	


In the Implications of Disclosure box consider what outcome the disclosure will have, not just on the third party that you wish to protect but also on the data subject themselves.  A disclosure could prevent a person from ever securing employment or conducting a relationship and might put their life in danger.  These implications should be weighed up against the implications of non-disclosure (see above) and only if the implications of non-disclosure outweigh the implications of disclosure should the disclosure take place.
	Will data subject be made aware of the disclosure?

	Yes / No

	If ‘No’, Reasons Why

	


You will need to establish whether the data subject will be made aware of the disclosure.  In most cases the person should be told either at the same time or before the disclosure is made to the third party.  This gives the person the opportunity to counter any statement we make and if they wish to leave the place of employment or residence without the disclosure being necessary.
If the data subject is not to be told of the disclosure list the reasons why.  Acceptable reasons would be because the information is intelligence and would tip off the data subject to an impending arrest or continuing investigation or because the nature of the convictions or intelligence leads you to believe it would be more harmful to the third party to give the data subject advance warning.

	Method of Disclosure

	Data Subject
	

	Third Party
	


The method by which the disclosure is to be made should be listed.  It would be usual for the disclosure not to be made face-to-face but if there are reasons why this cannot take place and an alternative method is chosen it should be noted.
	Requesting Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


The officer completing the form should sign and date it and give their name and rank.
	Authorising Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


The form should then be passed to an authorising officer of Chief Inspector rank or Superintendent / Director who will give the authorisation to disclose the data.  In reaching a decision the information included on the form will be considered so the more that is available the more likely a positive outcome will be had.
Once signed the disclosure of the information included on the form can take place in the manner stated.  No extra information should be disclosed.

Post Disclosure Review

	Date of Disclosure

	Data Subject
	

	Third Party
	


	Notes/Comments

	


Once a disclosure has been made complete the rest of the form stating the relevant dates and any notes or comments you feel would be useful such as the reaction of the third party or data subject or the outcome. 
	Disclosing Officer

	Signature
	
	Date
	

	Name
	
	Rank
	


The form should then be signed and filed.  
If a complaint is made by the data subject as a result of the disclosure the form will be used to justify why the disclosure was made.  Disclosing anything not contained and authorised on the form may result in disciplinary or criminal action.

Appendix 3.


Summary of cases relevant to police disclosure of information 

R -v- Devon County Council ex parte L

Social workers passed on allegations that a man had sexually abused a child in one household to two subsequent households with children into which he moved.  As a result, the alleged abuser had to keep moving.  He judicially reviewed the Council as employers of the social workers.  The court held that the social workers over-riding duty was the protection of children.  Although the alleged abuser had not been prosecuted, they honestly believed on reasonable grounds that he had abused a child and was likely to do so again.  In those circumstances they were right to inform other families vulnerable to abuse of their suspicions.  The judge concluded that in balancing adequate protection for the child and fairness to an adult, the interests of the adult may have to be placed second to the needs of the child.  The case did not directly concern police officers and turned to some degree on social workers' statutory duty to protect children.

Hellewell -v- Chief Constable of Derbyshire

Police officers circulated a photograph taken in police custody of a recidivist shoplifter to shopkeepers in the area.  The judge held that although a duty of confidence could arise in relation to photographs taken at police stations without consent, the police would have a public interest defence to any action for breach of confidence where the photo was used reasonably for the prevention and detection of crime, investigation of alleged offences, apprehension of suspects etc.  On the facts of the case, the police had acted in good faith for the prevention or detection of crime and had distributed the photo only to those who had reasonable need to make use of it.

R -v- North Wales Police ex parte AB and CD

The court held that although there is a general presumption that the police should not disclose information about offenders to third parties, they could do so in order to prevent crime or to alert members of the public to an apprehended danger.  In these circumstances it was right for the police to make such limited disclosure as is judged necessary to achieve this purpose.  However, the judgement states that blanket disclosure policies are objectionable and that any decision to disclose must depend upon a careful consideration of the facts of the case, the nature of previous offending and the risk of further offending.  The court also considered that disclosure would not contravene Article 8 of the European Convention on Human Rights (the right to respect for privacy and family life) where disclosure was made in good faith in the exercise of professional judgement and limited to what was reasonably necessary.

The Court of appeal case referred to is R v North Wales Police ex parte AB & CD. The circumstances of that case are worthy of examination.

AB & CD were a married couple recently released from Prison after serving sentences for serious sexual offences against children. They hired a caravan on a holiday site in North Wales. The police were very concerned that when the site opened to holidaymakers at Easter, children playing on the site might be vulnerable to attack by the couple.

After discussions with the couple, a psychiatrist and other agencies, such as Social Services, it was decided to inform the site owner of the couple’s convictions. The owner made them leave. The couple bought an action for judicial review of the police conduct.

The Court of Appeal decision was – That in LIMITED circumstances the Police could release factual information about individuals if it was very strongly in the public interest to do so. This should be based on the following:

i) There is a general presumption that information should NOT be disclosed, based on a recognition of:

a) The potentially serious effect on the ability of the convicted people to live a normal life;

b) The risk of violence to such people; and

c) The risk that disclosure might drive them underground.

ii) There is a strong public interest in ensuring that the Police are able to disclose information about offenders where that is necessary for the prevention or detection of crime, or for the protection of young or other vulnerable people.

iii) Each case should be considered carefully on its particular facts (there must be no blanket policy.)

a) Assessing risk posed by the individual offenders;

b) The vulnerability of those who may be at risk; and

c) The impact the disclosure will have on the offender.

In making such an assessment, the Police should normally consult other relevant agencies such as Children, Young People and Families Directorates and the Probation Service.



�[1] Defined by the Law as ‘a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which personal data are, or are to be, processed’.  In this case, the States of Jersey Police is a data controller.
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