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ANNEX TO NOTICE  

FINANCIAL SANCTIONS: CYBER  

 
  
ADDITION  
  
Individual  
  
1. ERMAKOV, Aleksandr Gennadievich  
Name (non-Latin script): Александр Геннадьевич Ермаков  
DOB: 16/05/1990. POB: Russia a.k.a: (1) BLADE_RUNNER (2) ERMAKOV, Aleksandr, 
Gennadyevich (non-Latin script: Александр Геннадьевич Ермаков) (3) GISTAVEDORE (4) 
GUSTAVEDORE (5) JIMJONES Nationality: Russia Address: Moscow, Russia. Other 
Information: (UK Sanctions List Ref): CYB0043. (UK Statement of Reasons): Aleksandr 
ERMAKOV is or has been involved in relevant cyber activity, including being responsible for, 
engaging in, providing support for, malicious cyber activity that resulted in unauthorised access 
and exfiltration of sensitive data. The action compromised Medibank Private Limited, one of 
Australia’s largest private health insurance providers, and the resulting leak of millions of 
personal and medical records undermined the integrity, prosperity and security of Australia. 
(Gender): Male Listed on: 23/01/2024 UK Sanctions List Date Designated: 23/01/2024 
Last Updated: 23/01/2024 UK Consolidated Group ID: 16345.  
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