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Introduction

Background

In July 2025, Government published a consultation (the July 2025 Consultation) seeking stakeholders’
views on a draft Telecommunications (Security Measures) Order 202- (the draft Order) and Code of
Practice for telecoms security.

The purpose of the July 2025 Consultation was to obtain the views of stakeholders and the wider
community, and to promote discussion on the draft Order and draft Code of Practice for telecoms
security. Government said that stakeholders’ responses will inform its work to finalise the Order and
Code of Practice in 2025 and the commencement of the Telecommunications Law (Jersey)
Amendment Regulations 2024 (the Amendment Regulations).

In particular, Government sought views on the:

e proposed approach to securing public electronic communications networks and services as set
out in the draft Order and the guidance measures in the draft Code of Practice.

e Public Telecoms Providers to which Government proposes the draft Oder and draft Code of
Practice should apply, as set out in Schedule 1 to the draft Order.

e approach to phasing in new measures in the draft Code of Practice, so that the recommended
compliance timeframes for individual measures set out in the draft Code of Practice account for
both security imperatives and proportionate delivery.

e ways in which measures in the draft Code of Practice and the draft Order account for legacy
equipment due to be phased out, so that investment in security improvements is distributed
appropriately.

The draft Order set out the telecoms security measures that Jersey’s Public Telecoms Providers must
take once Regulation 8 of the Amendment Regulations and the other regulations not yet in force are
fully commenced.

The draft Order was accompanied by a draft Code of Practice. Composed of three parts, the draft
Code of Practice first explains the role of the Code of Practice within the wider telecoms security
framework before explaining the key concepts that underpin the Order to help Public Telecoms
Providers carry out the technical measures associated with particular legal requirements in the draft
Order. The third part of the draft Code of Practice set out specific technical guidance measures, as a
series of actions that could be taken by Public Telecoms Providers to demonstrate compliance with
their legal obligations.

In December 2025, having considered stakeholders responses to the July 2025 Consultation,
Government began a follow-on consultation (the December 2025 Consultation) targeted on Public
Telecoms Providers. The December 2025 Consultation (annex A) proposed the use of relevant
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revenue instead of the July 2025 Consultation’s proposed use of market share as the approach to
determining which Public Telecoms Providers should be subject to the Order and Code of Practice.

In the run-up to, and throughout the process of consultation, Government sought to bring its proposals
to the attention of interested parties in Jersey, Guernsey, the Isle of Man, the UK and more widely in
the telecoms, cyber and information security community. Government held meetings with arm’s length
bodies in Jersey including the Jersey Cyber Security Centre, Jersey Office of the Information
Commissioner and as representative of Jersey’s financial services industry with Jersey Finance
Limited. Officers ensured the governments of Guernsey, Isle of Man and UK were aware of
Government’s proposals and used social media to bring its proposals to the attention of interested
parties. In particular, Government has sought to bring its proposals to the attention of Jersey’s Public
Telecoms Providers through a series of group and bilateral meetings.

Government thanks those stakeholders in Jersey, Guernsey, Isle of Man and the UK who have
engaged in the process of consultation and delivery of Jersey’s Telecoms Security Framework.
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Feedback and Government response

Summary of stakeholder feedback

The July 2025 Consultation set 11 questions for stakeholder input. A further four questions were set in
the December 2025 Consultation.

Five formal responses were received from stakeholders to the July 2025 Consultation including the
three Public Telecoms Providers with the largest market shares in Jersey. Public Telecoms Providers
with smaller market shares did not respond.

The response from one Public Telecoms Provider was supplemented by a report from a UK based
consultancy with experience of helping small-to-medium size UK Public Telecoms Providers comply
with the UK’s Telecoms Security Framework including the UK’s Code of Practice.

Responses to the July 2025 Consultation were also received from two consultants, one with cyber
security expertise and another with telecoms security expertise gained in advising UK Public Telecoms
Providers about compliance with the UK'’s Telecoms Security Code of Practice.

As part of the July 2025 Consultation process, Government:
e presented and discussed its proposals at an event at its Union Street Offices facilitated through
the Channel Islands Information Security Forum,
¢ led an online roundtable event for Jersey’s key Public Telecoms Providers,
o discussed its proposals at a programmed Telecoms Security Working Group meeting, and
o offered bilateral meetings to Jersey’s key Public Telecoms Providers.

Responses to the July 2025 Consultation were largely supportive of Government’s proposed approach
to ensuring the security of the telecoms networks and services on which Jersey depends. Respondents
considered the majority of the Articles in the draft Order and majority of security measures in the draft
Code of Practice were appropriate and proportionate. Concerns were raised and suggestions made
about:

e proposed implementation timelines;

e the use of market share to determine application of the Order and Code of Practice;

o those Public Telecoms Providers to whom the Order and Code of Practice should apply; and

¢ asmall number of the proposed security measures as set out below.

The consultants with cyber security and telecoms expertise who responded to the July 2025
Consultation considered that in some respects Government’s proposals were not sufficiently robust .
Additional, amendments including more prescriptive requirements were suggested to address identified
risks.
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Two Public Telecoms Providers responded to the December 2025 consultation. One respondent
agreed with the proposals but suggested Government adopt a tiering approach. The second
respondent noted it would be in scope of the Order and asked for further clarification about the
December 2025 Consultation proposals.

The following sections provide a summary of the key points raised by stakeholders about the July 2025
Consultation and December 2025 Consultation together with Government’s responses.

Feedback received to the July 2025 Consultation and Government’s responses

In the July 2025 Consultation we asked the following questions regarding Jersey’s draft Order and draft
Code of Practice:

Q1. Do you agree that it is appropriate and proportionate for Jersey to adopt the risk-based
approach taken in the UK’s ECSM Regulations and UK Code of Practice? If NO, please explain
why Government’s proposal to adopt the risk-based approach taken in the UK’s ECSM
Regulations and UK Code of Practice are not appropriate and proportionate for Jersey.

One respondent agreed with Government’s proposal. Another agreed that it is appropriate and
proportionate to adopt a risk-based approach to telecoms security but did not agree that it would be
proportionate to adopt the UK’s Electronic Communications (Security Measures) Regulations 2022 and
UK Code of Practice almost in entirety with only small amendments in a condensed timeframe. That
respondent said it would be more appropriate and proportionate to give Jersey’s Public Telecoms
Providers timescales equivalent to equivalent sized UK Tier 2 Public Telecoms Providers. The
respondent suggested: 27 months to achieve the first 3 groups of measures and extend the fourth to
51 months and fifth to 63 months.

Government response

Government welcomes stakeholder agreement that it is appropriate and proportionate for Jersey
to adopt the risk-based approach taken in the UK’s ECSM Regulations and UK Code of
Practice.

Government addresses the comments and suggestion made about timelines alongside those
made in response to question 8.



Q2. Do you agree that the requirements set out in the draft Order and the guidance measures
set out in the draft Code of Practice are an appropriate and proportionate response to address
the most pressing risks of a security compromise to Jersey’s Public Telecoms Providers? If NO
please set out why, specifically referencing the particular risk of a security compromise,
requirements in the draft Order, guidance measures in the draft code of practice, and objectives
of each section.

Respondents agreed that the requirements in the draft Order and security measures in the draft Code
of Practice are appropriate and proportionate. Two respondents set out comments about the proposed
requirements and security measures. One respondent said that it did not agree that the proposed
Government approach to compliance including timelines is appropriate.

A summary of comments and Government’s responses is set out as follows:
Comments on the draft Order

One respondent said Schedule 1 to the draft Order in applying requirements to all Public Telecoms
Providers, regardless of size or risk profile, fails to differentiate between Public Telecoms Providers
with vastly different capabilities, resources and threats. The respondent considered the draft Order
mandates compliance with detailed technical standards and reporting obligations that may be
excessive for smaller operators, potentially diverting resources from more targeted and effective
security measures.

Government response. Government considers Jersey’s security framework should reflect the
differences in criticality of Jersey’s Public Telecoms Providers and their ability to bear the costs
of security requirements and measures.

Government considers that as proposed, the Order should not apply to Jersey Public Telecoms
Providers whose scale means they pose much less risk to Jersey’s connectivity. The Order
should apply only to Jersey’s key Public Telecoms Providers, those for which a security
compromise would have the most widespread impact on network and service availability, and
the most damaging economic or social effects.

Signalling from other Crown Dependencies to be treated as international signalling

One respondent expressed concern that the proposed wording in the Code of Practice would require
significant re-architecture and duplication of core network elements of what are pan-island resilient
networks serving Crown Dependency islands. The respondent suggested the requirement could
drastically increase costs, complexity and reduce resilience capabilities. The respondent explained that
the proposed wording

would impact on the viability of operation across the different islands. That impact might lead to exit
from one or more islands negatively impacting on economic and resilience.



Government response. The threat posed to networks and users from malicious signalling is
clear. The draft Code of Practice explained the need for “Public Telecoms Providers to operate
on the principle that incoming signalling networks are untrusted and build signalling security
architecture that can validate incoming derived signalling without impacting critical core network
functions.” The draft Code of Practice went on to say, “where signalling messages are protected
by end-to-end authentication, risk decisions and associated security controls may be determined
based upon the authenticated source.”

Government notes that there are no security measures for signalling in place in Guernsey or the
Isle of Man that are comparable to those in the UK’s Code of Practice or Jersey’s Code of
Practice. It is for Jersey Public Telecoms Providers, as operators of pan-island Crown
Dependency networks, having conducted a risk-based assessment in line with the guidance in
Jersey’s Code of Practice, to decide whether signalling originating from their own networks in
Guernsey or the Isle of Man are trusted or should be treated as incoming international signalling.

Retaining national resilience and capability — Technical Guidance Measure M21.06

One respondent expressed concern that while it would not be impossible to implement on-island fixed
and mobile data connectivity to Jersey peering points, the cost and complexity of doing so would be
prohibitive. It was noted that Jersey’s reliance on off-island cloud based-based services meant access
to the majority of services would be compromised in any case should there be a loss of off-Island
connectivity. During discussions, one respondent made the case for requiring on-Island peering given
the need to address what they see as the cause of other issues.

One respondent also asked that ‘on-island text-based mobile messaging’ should be defined as being
‘SMS’ (Short Messaging Service) to distinguish from other over the top commercial cloud-based text
messaging services.

Government response. Government accepts that Jersey’s reliance on off-island services
means fixed and mobile data connectivity to Jersey peering points would deliver no benefit in the
event of a loss of off-Island connectivity. Jersey’s Code of Practice has been amended
accordingly.

Government notes that over the top commercial cloud-based text messaging services are not
within scope of the Amendment Regulations. It is for Jersey’s Public Telecoms Providers, to
determine what is appropriate and proportionate given the particular circumstances of the Public
Telecoms Provider.

Privileged Access Management (PAM) and Privileged Access Workstations (PAWs) and
proposals to amend the UK’s Code of Practice

One respondent noted the significant challenges the proposed Code of Practice guidance and
technical guidance measures would present for Jersey’s Public Telecoms Providers, including:
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e acurrent emphasis on physical PAWs and the challenge of their sourcing and integration

¢ the possibility of significant change of UK approach to PAWSs including an acceptance of virtual

PAWSs

e the cost implications for small Public Telecoms Providers of implementing and maintaining
PAWSs as required by the proposed guidance, and

e the impacts on work processes including the need for key employees to carry and switch
between multiple PAWSs.

That respondent noted the added complexity introduced by the ongoing UK consultation that proposes

changes to the UK’s Code of Practice’ and suggested Government should temporarily remove
paragraphs 3.3 to 3.5, and M11.24 to M11.31 from the Code of Practice, reintroducing relevant
guidance and measures amended in line with the future UK finalised guidance.

A second respondent noted the UK’s proposals to amend the UK’s Code of Practice guidance around
PAWSs, National and International Signalling and introducing controls around APIs among others. That

respondent suggested that the UK’s proposed changes should be considered for integration into the
Jersey Code of Practice while noting there might be consequences in publishing Jersey’s finalised
Code of Practice.

Government response. Government acknowledges Public Telecoms Providers’ concern about
the UK’s proposals to amend the UK’s Code of Practice. Jersey’s draft Code of Practice set out
Government’s intention to review and update the Jersey Code of Practice periodically, including
in response to updates made by the UK Government to the UK’s Code of Practice.

It is important that Jersey’s Code of Practice remains closely aligned with the UK’s Code of
Practice and that Public Telecoms Providers have the certainty they need. Government,
therefore, commits to consulting on incorporating any amendments to the UK’s Code of Practice
within six months of the publication of a revised UK Code of Practice.

The draft Code of Practice set out the expectation that Public Telecoms Providers should
consider revisions and updates to the UK’s Code of Practice that provide clarifications and
introduce additional measures. The draft Code of Practice explained that such clarifications and
additional measures should where appropriate be addressed until such time they are
incorporated into Jersey’s Code of Practice.

Government anticipated the UK’s proposed amendment to PAWSs guidance and requirements.
Section 2, Protection of data and network functions, of the draft Code of Practice made
reference to the need for Jersey’s Public Telecoms Providers to apply the NCSC’s March 2025
guidance on PAWSs, and In addition to any current or future NCSC PAW guidance, Public
Telecoms Providers should have regard to the ETSI’s technical specification: Cyber Security
(CYBER); Privileged Access Workstations; Part 1: Physical Device, and any future ETSI
technical specifications for PAWSs.

! https://www.gov.uk/government/consultations/proposals-to-update-the-telecommunications-security-code-of-practice-
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Government response — continued. It is important that Jersey’s Public Telecoms Providers:

e consider guidance, technical and procedural measures in the Code of Practice
holistically, and take a risk-based approach to securing networks and services;

e understand that where the Order requires Public Telecoms Providers to take ‘appropriate
and proportionate’ measures, what is appropriate and proportionate will depend on the
particular circumstances of the Public Telecoms Provider;

e understand that a Public Telecoms Provider may choose to comply with its security
duties and specific security requirements by adopting different technical solutions or
approaches to those specified in the Code of Practice.

¢ understand that the JCRA may require the Public Telecoms Provider to explain the
reasons why they are not acting in accordance with the provisions of the Code of
Practice in order to assess whether they are still meeting their duties under the Law.

Cyber Assessment Framework and Vender Supply Agreement

A respondent noted that while Jersey’s proposed Code of Practice refers to, and therefore requires
compliance with, the entire UK’s Cyber Assessment Framework (CAF), the UK’s Code of Practice
replicates a subset of the UK’s CAF.

Government response. The Jersey Code of Practice has been amended so that references to
the UK’s CAF are consistent with those elements replicated in the UK’s Code of Practice.

Q3. Do you agree it is sufficiently clear which guidance measures in the draft code of practice
relate to which Article (or Articles) within the draft Order? If NO please explain why.

Two respondents agreed that it is sufficiently clear which guidance measures in the draft code of
practice relate to which Article (or Articles) within the draft Order.

Government response. Government welcomes respondents’ agreement.

Q4. Do you expect the draft Order and draft Code of Practice to have cost impacts on your
business? If YES, please provide evidence of the costs

Those Public Telecoms Providers that responded considered the draft Order and draft Code of
Practice would have significant and substantial cost impacts. Estimates of cost impacts were provided.

One respondent noted that the cost of compliance with the draft Order and draft Code of Practice
should be seen in the context of a wider network transformation that included Government’s costly
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requirement for removal of high-risk vendor equipment and services. The respondent noted those
costs will have a substantial impact on a business of the respondent’s size and scale given the
increasing regulatory demands and decreasing market size and revenues of the telecoms industry.

The same respondent noted that costs would have to be passed on to consumers and businesses in
Jersey through increased service costs and that those costs would have wider implications for Jersey’s
and the wider Crown Dependencies economy. It was also noted that increased costs would flow into
regulated wholesale access products used by Jersey’s Public Telecoms Providers.

A second respondent explained that the cost impacts would be substantial from an operational and
capital expenditure perspective. The respondent shared estimates of costs as a means of providing
clarity about the scale of financial challenge faced by Public Telecoms Providers and the need for
timelines to recognise those challenges.

A third respondent said that a cost impact was inevitable.

Government response. Government recognises the tension between commercial priorities and
the need to address security concerns. Government accepts the Order and Code of Practice will
result in cost impacts for Jersey’s Public Telecoms Providers. The Order and Code of Practice
seek to ensure that security and resilience are properly accounted for and sufficiently prioritised
by Jersey’s Public Telecoms Providers in the context of an increasingly challenging security
landscape.

Government understands that Jersey’s Public Telecoms Providers face significant challenges to
transform their networks, remove high-risk vendors while ensuring the security and resilience of
their networks and services and demonstrating compliance with the Order. The cost of meeting
these challenges will be passed on to business users, consumers and the wider Jersey and
Crown Dependency economies. It is Government’s view that the cost of not maintaining and
improving the security and resilience of the networks and services on which Jersey depends will
be considerably higher.

Q5. Do you agree that differences between Public Telecoms Providers should be recognised
within the Code of Practice through inclusion in Schedule 1 to the Order?

Although responses from those Public Telecoms Providers that replied differed in some respects, there
were common themes. Respondents considered that all telecoms licensees should be in scope Of the
requirements imposed by the Order and the Code. It was suggested that:
¢ small Public Telecoms Providers not proposed to be covered by the Order who provide services
to CNI, government and the financial services industry (FSI) could grow quickly in importance.
e those not subject to the Order would have no security or resilience duties; and
e atiered approach, as in place in the UK, would reflect scale and complexity.

Another respondent noted that small providers, mobile virtual network operators, managed service
providers (MSPs) and third party service providers can all trigger cascading failures. The respondent
suggested their inclusion, if needed for a subset of requirements, on the basis of clear thresholds.
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Government response. Government’'s December 2025 Consultation (annex A) responded to
Public Telecoms Providers views and suggestions as follows:

e Jersey’s telecoms security framework and therefore application of the Order should
reflect the differences in criticality of Public Telecoms Providers in providing services and
the ability to bear the costs of security requirements and measures.

o the largest and key Public Telecoms Providers should, because of their criticality, be
subject to the Order. Smaller providers whose services are not critical should not be
subject to the Order.

¢ tiering would not be appropriate for Jersey. Jersey’s telecoms market is very different to
the UK’s. The UK market has a far greater number of Public Telecoms Providers ranging
from multi-national providers with turnovers in excess of £1bn through to very small
Public Telecoms Providers. Jersey has four key Jersey Public Telecoms Providers, and a
number of smaller Public Telecoms Providers.

Government does not consider it would be appropriate to extend the telecoms security
framework’s scope to capture MSPs and third party service providers.

It is important to note that key duties under the Telecommunications Law (Jersey) Amendment
Regulations 2024 (the Amendment Regulations) would apply to existing small market
participants and new entrants irrespective of the application of the Order and Code of Practice.
Those duties include the need: to take security measures (Article 24K), take measures in
response to a compromise (Article 24M), report significant risks of compromise (Article 24S) and
security compromises (Article 24T) to all Public Telecoms Providers.

Q6. Do you agree that market share as reported in JCRA’s Statistics Report and Market
Reviews should be used as the metric for determining which Public Telecoms Providers should
be included in Schedule 1 of the Order? If not, are there other metrics that should be used as an
alternative or in combination?

Although responses from the three Public Telecoms Providers that replied differed in some respects,
there were common themes.

o Market share as proposed is not appropriate.

e Concerns were raised about the presentation of market share in JCRA'’s reports.

¢ Should market share be used a defined threshold is required for which Public Telecoms
providers are in scope of the Order.

e Provision of services to other CNI, affordability both on a Jersey and global turnover basis, and
whether a Public Telecoms Provider is already subject to the UK’s telecoms security framework
should be taken into account.

e Starlink’s importance, whose market share is considered to be under reported, could grow
quickly.
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Government response. Government’s December 2025 consultation (annex A) responded to
Public Telecoms Providers views as follows.

Government accepted the concerns expressed about the proposal to use market share as a
metric for determining which Public Telecoms Providers should be subject to the Order and
about the proposed approach to addition and removal of providers to Schedule 1 are justified
and require amendment.

Government said that it did not consider it is appropriate or proportionate to set the scope of
application of the Order on the basis of affordability irrespective of criticality of services provided
in Jersey. To do so would impose significant costs on those Public Telecoms Providers with
comparatively few subscribers in Jersey for whom a telecoms security compromise would be
unlikely to have wider economy and social impacts.

Government said it was concerned that a global affordability test would function as a barrier to
entry and by imposing disproportionate costs encourage market exit. Both would discourage
competition and impact negatively on the interests of Jersey’s businesses and consumers.

Government set out revised proposals for application of the draft Order and ensuring stability in
the December 2025 Consultation.

Stakeholders’ views about the December 2025 Consultation proposals and Government’s
response are set out below.

Q7. Do you agree with the proposed approach to adding and removing Public Telecoms
Providers to Schedule 1? If NO, what alternatives would be most appropriate and why?

Although responses from the three Public Telecoms Providers that replied differed in some respects,
there were common themes about the appropriateness and efficiency of operation of Schedule 1
including:
¢ Questions about responsibility for keeping market shares under review and making changes to
Schedule 1.
e Lack of detail about the process and time to change the Order.
o Potential conflicts of interest for the Minister for Sustainable Economic Development (“the
Minister”) between security, political and economic reasons for a Public Telecoms Provider to
be in or out of scope.
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Government response. Government’s December 2025 Consultation (annex A) responded to
Public Telecoms Providers views by accepting the concerns expressed about the proposed
approach to addition and removal of providers to Schedule 1 are justified and require
amendment.

Government set out revised proposals for application of the Order and ensuring stability.
Stakeholders’ views about the December 2025 Consultation proposals and Government’s
response are set out below.

Q8. Do you agree that the guidance measures set out in the draft code of practice should be
completed in three phases by those Public Telecoms Providers specified in Schedule 1 to the
Order: by 31 March 2027, by 31 March 2029, and by 31 March 2030? If NO, please set out what
you consider appropriate timelines for expected implementation, making reference to the
guidance measures set out in the draft code of practice.

Respondents expressed concern about the proposed timelines for achieving compliance with the
proposed security measures. Two respondents noted the proposals gave less time for Jersey’s Public
Telecoms Providers to complete the work necessary to comply with the security measures than given
to similarly sized or larger UK Public Telecoms Providers.

One respondent asked that the deadline for compliance with the first set of security measures be
moved back 12 months explaining the significant work required to recruit key staff, plan and deploy the
required solutions in the context of existing commitments and budget constraints.

A second respondent suggested a more flexible risk based approach would allow prioritisation of
implementation based on the criticality of the Public Telecoms Provider’s infrastructure and services.
That respondent said that if a fixed phased approach is required, timelines should be aligned with
those given to Tier 2 UK Public Telecoms Providers so that Jersey’s Public Telecoms Providers have
27 months for the first 3 groups of measures and 51 months for the 4" group and 63 months for the 5"

group.

Another respondent suggested an amended approach that focussed first on high impact, low-effort
controls with longer timelines for structural changes with capital investment. It was suggested that
interim mitigations could be mandated where needed and deferrals allowed with Board-level
commitments for compensatory measures.
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Government response. Government must balance the need to ensure the networks and
services Jersey relies on are secure and resilient, with the challenges faced by Public Telecoms
Providers.

Having considered the evidence presented, Government considers it is appropriate and
proportionate to give Jersey’s Public Telecoms Providers an additional 12 months for the first
compliance deadline. This extension will allow Public Telecoms Providers to plan, design and
recruit in order to meet the security measures requirement.

The timeline for compliance will start 1 June 2026, 10 months after Government published its
July 2025 proposals and will be as follows:

e most straightforward and least resource intensive measures by 31 August 2028 (27
months from 1 June 2026);

e more complex and resource intensive measures by 31 August 2029 (39 months); and

e most complex and resource intensive measures by 31 August 2030 (51 months)

A process for agreeing deferrals or compensatory measures would not be appropriate. Deferrals
and compensatory measures would lead to delays and add complexity for Public Telecoms
Providers and the JCRA.

Q9. Do you agree that the draft code of practice should apply a consistent set of end dates for
implementation phases across all Public Telecoms Providers, regardless of the date they were
added to Schedule 1 of the Order?

One respondent agreed with the proposal. A second respondent did not agree explaining that a fixed
set of deadlines did not account for differences in Public Telecoms Providers across the sector
including readiness, risk-exposure and capability. The respondent that did not agree suggested a
tiering system would be more appropriate and that there should be a mechanism for Public Telecoms
Providers to request extensions or exemptions based on justified business cases.

Government response. Government does not consider a tiering approach would be
appropriate for the small number of Jersey Public Telecoms Providers to whom the Order should

apply.

It would not be appropriate to include a mechanism for extensions or exemptions. Government
has agreed to extend the timeline to comply with the proposed security measures. Government
notes Public Telecoms Providers may choose to comply with security duties and specific
security requirements by adopting different technical solutions or approaches to those specified
in this Code of Practice.
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Q10. Do you agree that a blanket approach to exempting specific equipment systems as ‘legacy
networks’ is not appropriate given the variation between networks?

Two stakeholders agreed with the proposal. A third stakeholder considered the proposals required the
addition of prioritisation rules and interim mitigations. It was suggested that requirements for
inventories to be produced and provided should be set with hard deadlines for removal.

Government response. Government notes the importance of addressing legacy networks but
does not consider it would be appropriate to impose specific requirements and deadlines for
removal.

Q11. Do you agree with the proposals in the draft Order and draft Code of Practice to address
risks arising from legacy systems and equipment? If NO, please explain the reasons for your
answer.

Those stakeholders that responded agreed with the proposal.

Government response. Government welcomes respondents agreement.

Feedback received to the December 2025 Consultation and Government’s
responses

The December 2025 Consultation (annex A) sought the views of Jersey’s Public Telecoms Providers
about on revised proposals for deciding which Public Telecoms Providers should be subject to the
Order’s requirements and about the way in which stability in application can be achieved. Those
revised proposals were made following consideration of answers and comments received to the July
2025 Consultation.

In summary, Government proposed that the Order should apply to Public Telecoms Providers with
relevant turnover of £1million or above and will only cease to apply once the Public Telecoms
Providers relevant turnover has been less than £1million for two years.

Government also proposed to amend the draft Order that government consulted on in July 2025 by:
¢ removing Schedule 1 - Network and Service Providers to which this Order Applies; and
e amending Article 2 - Application, so that the Order applies to Public Telecoms Providers where
the Public Telecoms Provider’s relevant turnover is £1million or more and will only cease to
apply once the Public Telecoms Providers relevant turnover has been less than £1 million for
two years.

Government asked the following questions about the revised proposals.
15



Question 1 - Do you agree that the Order should apply to those Public Telecoms Providers with
a relevant turnover of £1 million or more and will only cease to apply once the Public Telecoms
Providers relevant turnover has been less than £1million for two years?

One respondent agreed in principle that the approach should reflect scale and criticality, avoiding a
disproportionate burden for small providers. The respondent suggested adoption of the UK approach
where smaller Tier 3 Public Telecoms Providers are subject to a more proportionate application of
guidance and measures would be suitable to address risk from small Public Telecoms Providers in
Jersey. It was suggested that small Public Telecoms Providers playing important roles in providing
connectivity but which are below the proposed £1m threshold would be captured as would emerging
and transitional risks.

A second respondent recognised the need for proportionality in deciding which Public Telecoms
Providers should be within scope. The respondent asked for clarification about the £1m threshold, and
why relevant turnover is limited to Jersey activities given a well-financed global satellite operator’s
ability to provide services in Jersey without being within scope of the Order and Code of Practice.

Government response. Government agrees that smaller providers might play important
connectivity roles in Jersey. As noted in the December 2025 consultation, the UK has a far
greater number of Public Telecoms Providers and Jersey’s telecoms market is very
different to the UK’s. Jersey has four key Jersey Public Telecoms Providers, and a number
of smaller Public Telecoms Providers. Given the size and criticality of those small Jersey
Public Telecoms Providers it would not be proportionate to include them within the scope of
the Order.

The December 2025 Consultation set out Government’s view that a £1 million relevant
turnover qualification for application of the Order provides an appropriate distinction
between Jersey’s key Public Providers. Those for which a security compromise would have
the most widespread impact on network and service availability, and the most damaging
economic or social effects, and other smaller Jersey Public Telecoms Providers whose
scale means they pose much less risk to Jersey’s connectivity. Government explained that
a £1 million relevant turnover qualification for application of the Order also provides
opportunity for new entry to Jersey’s telecoms market and for business growth, driving
competition and protecting the interests of consumers and Jersey’s economy.

Government understands the concern that a well-financed global satellite operator might
quickly gain market share and pose a risk to secure and resilient connectivity. The Order
applies to any relevant activity carried out wholly or partly in Jersey, it would not be
possible therefore for Government to take into account activities or revenues associated
with global activities.

Nevertheless, the duties under the Amendment Regulations to take security measures,
take measures in response to a compromise, report compromises and significant risks of
compromise apply to all Public Telecoms Providers including existing small market
participants and new entrants irrespective of the application of the Order and Code of
Practice.
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Question 2 — Do you agree that the proposed approach allows Public Telecoms Providers to
understand whether or not they are subject to the Order?

One respondent agreed that the proposed approach would provide clarity to Public Telecoms
Providers about whether or not they are subject to the Order. A second respondent considered the
previously proposed approach provided absolute certainty while not expecting any confusion from the
revised proposal.

Government response. Government welcomes stakeholders agreement.

Question 3 — Do you agree that the proposed approach will allow the JCRA to identify those
Public Telecoms Providers to which the Order applies?

One respondent agreed that the proposed approach will allow the JCRA to identify those Public
Telecoms Providers to which the Order applies. A second respondent considered the previously
proposed approach provided absolute certainty while not expecting any confusion from the revised
proposal.

Government response. Government welcomes stakeholders agreement.

Question 4 — Do you agree that the proposed approach provides a means of ensuring stability?

One respondent agreed that the proposed approach provides a means of ensuring stability. The
respondent noted, as set out in its answer to question 1, that a risk remains that small Public Telecoms
Providers below the relevant turnover threshold might grow very quickly and not be subject to the
Order

A second respondent asked for clarification about what stability means in the context of the Order and
how the proposed approach would deliver that stability.

Government response. The December 2025 Consultation explained that a clear mechanism is
required to prevent Public Telecoms Providers moving in and out of scope of the Order on a
year-by-year basis as their turnover fluctuates. Otherwise, fluctuation between being in and out
of scope of the Order risks undermining business planning and investment decisions for Public
Telecoms Providers.

December 2025'’s proposed approach provides the required stability, ensuring that a growing
Public Telecoms Provider is within scope of the Order as soon as it reaches the £1 million
relevant turnover threshold and that a Public Telecoms Provider with falling relevant turnover
stays within scope until the Public Telecoms Provider’s relevant turnover has been less than £1
million for two years
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Next steps

The Minister for Sustainable Economic Development (the Minister) has approved and authorised the
publication of this Response to Consultation and Decision document setting out the Government’s
response to the July 2025 Consultation and the December 2025 Consultation.

The Order and Code of Practice have been finalised in accordance with Government’s responses as
set out in this Response to Consultation and Decision document.

e The Minister has made the Telecommunications Law Amendment (Jersey) Commencement No.
2 Order 2026 (the Commencement Order). The Commencement Order brings into force the
remaining Regulations in the Amendment Regulations. In turn, the remaining Articles including
Article 24L and Article 240 are inserted into the Telecommunications (Jersey) Law 2002. The
Commencement Order will take effect from 1 June 2026.

¢ The Minister has made, by Order, the security measures that providers of public electronic
communications networks and public electronic communications services must take. The Order
will take effect from 1 June 2026.

e The Minister has laid a copy of the Code of Practice before the States Assembly. The Code of
Practice will be issued formally to Public Telecoms Providers 1 June 2026.

It is important that the JCRA are given the time necessary to be ready to discharge their functions and
duties under the new provisions of the Telecommunications (Jersey) Law 2002 (as inserted by the
Telecommunications Law (Jersey) Amendment Regulations 2024). To provide JCRA with the
necessary time to consider responses to its consultations and issue the required Statement of Policy,
the Commencement Order and Security Measures Order will take effect on 1 June 2026.

18


https://www.jerseylaw.je/laws/enacted/Pages/RO-041-2026.aspx
https://www.jerseylaw.je/laws/enacted/Pages/RO-041-2026.aspx
https://www.jerseylaw.je/laws/enacted/Pages/RO-042-2026.aspx
https://statesassembly.je/publications/assembly-reports/2026/r-68-2026

