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Annex A - Proposed Jersey
Telecoms Security Order and
Code of Practice —
Additional Consultation



Introduction

This additional, targeted consultation follows government’s July 2025 consultation (the July 2025
Consultation) about a ministerial Order on telecoms security measures in Jersey and a new Code of
Practice.

Targeted on those Public Telecoms Providers that responded to the July 2025 Consultation, it makes
revised proposals about the basis for deciding which Public Telecoms Providers should be subject to
the Order’s requirements. Revised proposals are made following consideration of responses provided
by those Jersey Public Telecoms Providers that responded to the July 2025 Consultation. This
additional, targeted consultation does not set out decisions.

Public Telecoms Providers are asked to consider the revised proposals and provide responses in
writing to four questions. Responses should be sent to m.fews@gov.je by 16 January 2026.
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Background

The July 2025 Consultation sought stakeholders’ views about government’s proposals for the
implementation of Jersey’s telecoms security framework. It explained that Jersey’s Telecoms Security
Framework seeks to ensure the telecoms networks and services that Islanders, businesses, critical
national infrastructure (CNI) and wider economy rely on are protected.

The July 2025 Consultation was composed of three documents:

Consultation: Proposed Jersey Telecoms Security Order and Code of Practice (“the
Consultation Document”)

Draft Telecommunications (Security Measures) (Jersey) Order 202- (“the Order”)
Consultation: Draft Telecommunications Security Code of Practice (“the Code of Practice”).

Among other things, the July 2025 Consultation proposed that:

Jersey’s security framework should reflect the differences in criticality of Jersey’s Public
Telecoms Providers.

The Order should apply to Jersey’s key Public Providers as specified in Schedule 1 to the
Order.

Jersey’s key Public Providers are those for which a security compromise would have the most
widespread impact on network and service availability, and the most damaging economic or
social effects.

The Order should not apply to other Jersey Public Telecoms Providers whose scale means they
pose much less risk to Jersey’s connectivity.

Market share as reported by the Jersey Competition Regulatory Authority (JCRA) would be the
basis for deciding which Jersey Public Telecoms Providers should be subject to the Order’s
requirements.

To ensure stability, government will amend the terms of the Order where there are changes in
market share over a period of two years, and where a market participant exits the market.

The July 2025 Consultation asked a number of questions including:

Question 5. Do you agree that differences between Public Telecoms Providers should be
recognised within the Code of Practice through inclusion in Schedule 1 of the Order

Question 6. Do you agree that market share as reported in JCRA's Statistics Report and Market
Reviews should be used as the metric for determining which Public Telecoms Providers should
be included in Schedule 1 of the Order? If not, are there other metrics that should be used as
an alternative or in combination?

Question 7. Do you agree with the proposed approach to adding and removing Public Telecoms
Providers to Schedule 1? If NO, what alternatives would be most appropriate and why?



Consultation responses

Jersey’s largest, key Public Telecoms Providers responded to questions 5, 6 and 7. Jersey’s smaller
Public Telecoms Providers did not respond to the July 2025 Consultation.

While Public Telecoms Providers responses differed in some respects, there were common themes.

All telecoms licensees should be in scope:
¢ small Public Telecoms Providers provide services to CNI, government and the financial services
industry (FSI) and could grow quickly in importance.
e those not subject to Order would have no security or resilience duties.
e a tiered approach would reflect scale and complexity.

Market share as proposed is not appropriate:

e concern was raised about the presentation of market share in JCRA's reports.

¢ should market share be used a defined threshold is required for which Public Telecoms
Providers are in scope of the Order.

e provision of services to other CNI, affordability both on a Jersey and global turnover basis, and
whether a Public Telecoms Provider is already subject to the UK’s telecoms security framework
should be taken into account.

e Starlink’s importance, whose market share is considered to be under reported, could grow
quickly.

Appropriateness and efficiency of operation of Schedule 1 including:
e responsibility for keeping market shares under review and making changes to Schedule 1.
o lack of detail about the process and time to change the Order.
e potential conflicts of interest for the Minister for Sustainable Economic Development (“the
Minister”) between security, political and economic reasons for a Public Telecoms Provider to
be in or out of scope

Two Public Telecoms Providers considered JCRA should be responsible for determining which Public
Telecoms Providers are in scope of the Order. A third considered JCRA should not have a role in the
process.

Government’s response

The Government’s proposal remains that Jersey’s telecoms security framework and therefore
application of the Order should reflect the differences in criticality of Public Telecoms Providers in
providing services and the ability to bear the costs of security requirements and measures. The
Government’s proposal remains that the largest and key Public Telecoms Providers should, because
of their criticality, be subject to the Order. Smaller providers whose services are not critical should not
be subject to the Order.



The Government notes the views of those Public Telecoms Providers who responded that smaller
existing market participants and new entrants should comply with the Order given they could provide
services to CNI, government or FSI. The Government notes that the duties under the
Telecommunications Law (Jersey) Amendment Regulations 2024" (the Amendment Regulations) to
take security measures (Article 24K), take measures in response to a compromise (Article 24M), report
compromises (Article 24T) and significant risks of compromise (Article 24S) apply to all Public
Telecoms Providers including existing small market participants and new entrants irrespective of the
application of the Order and Code of Practice.

The Government accepts the concerns expressed about the proposal to use market share as a metric
for determining which Public Telecoms Providers should be subject to the Order and about the
proposed approach to addition and removal of providers to Schedule 1 are justified and require
amendment.

The Government does not consider it is appropriate or proportionate to set the scope of application of
the Order on the basis of affordability irrespective of criticality of services provided in Jersey. To do so
would impose significant costs on those Public Telecoms Providers with comparatively few subscribers
in Jersey for whom a telecoms security compromise would be unlikely to have wider economy and
social impacts.

The Government is concerned that imposing a global affordability test would function as a barrier to
entry and by imposing disproportionate costs encourage market exit. Both would discourage
competition and impact negatively on the interests of Jersey’s businesses and consumers.

The Government is also concerned that the suggestion those able to afford to comply with the Order
on the basis of global turnover should be subject to the Order, irrespective of their role in the Jersey
market, would create an unhelpful precedent. Should inclusion in scope be on the basis of global
turnover, it follows that calculation of penalties should also be on the basis of global turnover, as
should the levying of fees to support JCRA'’s activities should fees be necessary in future.

Revised proposals for application of the
Order and ensuring stability

Government’s proposal remains that a common set of objectives should apply to those Public
Telecoms Providers to which the Order applies. Government’s proposal is consistent in considering
that the application of the Order should reflect the differences in Jersey’s Public Telecoms Providers’

! https://www.jerseylaw.je/laws/enacted/Pages/R0O-052-2024.aspx
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networks and services, criticality of the services provided, and Public Telecoms Providers ability to
bear the costs of security requirements and measures.

Government has considered the approach taken by the UK government in determining which UK
Public Telecoms Providers are subject to the UK’s Electronic Communications (Security Measures)
Regulations 2022 (the UK Regulations). UK Public Telecoms Providers are allocated into three tiers
dependent on their level of their relevant turnover, with different compliance expectations and levels
of Ofcom oversight for each tier. The UK’s Code of Practice explains relevant turnover and relevant
period.

The UK'’s Telecoms Security consultation on proposed regulations and code of practice? (the UK
Consultation), stated that relevant turnover is a proxy for the Public Telecoms Provider’s scale and
significance. It noted that the severity of a cyber-attack could be deemed to be the product of the
numbers of customers affected by the loss/disruption of the company’s network or service and the
importance of the network or service to those customers.

The UK Consultation also explained that a Public Telecoms Provider’s turnover:
¢ generally reflects both the number of customers it has and the value of its services;
o reflects the broad ability of a provider to shoulder the financial burden of following the guidance
in the Code of Practice; and
¢ s readily available, transparent and understandable by the providers and the compliance body.

Government considers that while a relevant turnover approach would be appropriate in Jersey, tiering
would not be appropriate. Jersey’s telecoms market is very different to the UK’s. The UK market has a
far greater number of Public Telecoms Providers ranging from multi-national providers with turnovers in
excess of £1bn through to very small Public Telecoms Providers. Jersey has four key Jersey Public
Telecoms Providers, and a number of smaller Public Telecoms Providers.

The UK chose to exempt those small UK Public Telecoms Providers classified as micro-entities from
the requirements of the UK Regulations. Section 384A of the Companies Act 2006 (Section 384A) sets
out three qualifying conditions for a company to be a micro-entity: relevant turnover, balance sheet
total and number of employees.

Absent an equivalent or similar provision to Section 384A or an equivalent concept of micro-entity in
Jersey law, government has considered whether it would be appropriate to apply measures similar to
section 384A qualifying conditions to decide to which Jersey Public Telecoms Providers the Order
should apply.

Government’s proposal is that it would not be appropriate for a balance sheet total or employee
number to be set below which the Order would not apply to small Jersey Public Telecoms Providers.
Both would pose challenges for Public Telecoms Providers to demonstrate and for JCRA to
corroborate given the increasingly virtualised and off-Island nature of services provided.

Government proposes it would be appropriate for the Order to apply to those Public Telecoms
Providers with a relevant turnover of £1 million or more. A £1 million relevant turnover qualification for
application of the Order provides an appropriate distinction between Jersey’s key Public Providers,
those for which a security compromise would have the most widespread impact on network and
service availability, and the most damaging economic or social effects, and other smaller Jersey Public

2 https://www.gov.uk/government/consultations/proposal-for-new-telecoms-security-regulations-and-code-of-practice
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Telecoms Providers whose scale means they pose much less risk to Jersey’s connectivity. A £1
million relevant turnover qualification for application of the Order also provides opportunity for new
entry to Jersey’s telecoms market and for business growth, driving competition and protecting the
interests of consumers and Jersey’s economy.

Government accepts that small Public Telecoms Providers in Jersey with relevant turnovers of less
than £1 million could provide services to critical national infrastructure (CNI), financial services
industry (FSI) and government.

Security compromises of those small providers would, nevertheless, result in less significant impacts to
Jersey’s economy than compromises to larger, key providers. As noted, those smaller providers
including new entrants, to whom the Order would not apply remain subject to the duties to take security
measures, take measures in response to a security compromise, inform of risk of security compromise,
and of occurrence of security compromise under the Amendment Regulations.

Government proposes that for the purposes of determining the application of the Order, relevant
turnover is defined as turnover from any relevant activity carried out wholly or partly in Jersey after the
deduction of sales tax (GST). Relevant activity means:

¢ the provision of electronic communications services to third parties;

¢ the provision of electronic communications networks, electronic communications services and
network access to communications providers; or

¢ the making available of associated facilities to communications providers.

A clear mechanism is required to prevent Public Telecoms Providers moving in and out of scope of the
Order on a year-by-year basis as their turnover fluctuates. Otherwise, fluctuation between being in and
out of scope of the Order risks undermining business planning and investment decisions for Public
Telecoms Providers.

To ensure stability, Government proposes that the Order should apply to Public Telecoms Providers
with relevant turnover of £1 million or above and will only cease to apply once the Public Telecoms
Providers relevant turnover has been less than £1 million for two years. A one year qualification period
reflects the importance that a small Public Telecoms Provider might gain in Jersey’s telecoms market if
it were to grow quickly.

For the purposes of calculating a year, we propose to align with JCRA’s existing approach to the
calculation of accounting period as used for the calculation of licence fees as set out in the Channel
Islands Telecoms Licence Fees, Report on the Consultation and Decision Document.3

JCRA — proposed role

Application of the Order based on relevant turnover allows Public Telecoms Providers to easily
understand whether or not they are subject to the Order. Relevant turnover is based on data that is
both available to, and verifiable by JCRA and Jersey’s Public Telecoms Providers. As such, it allows

3 https://www.jcra.je/media/3862/t1001gj-report-and-decision-telecoms-licence-annual-fees.pdf
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Public Telecoms Providers to make the relevant business decisions to meet their legal obligations
imposed by the Order, and gives JCRA the ability to identify those Public Telecoms Providers to which
the Order applies.

The JCRA as the telecoms sector regulator for Jersey has existing functions, duties and information
gathering powers. The Amendment Regulations also provide JCRA with the powers necessary to
request turnover, from all Public Telecoms Providers whether or not they are licensed. JCRA is,
therefore, well placed to understand changes in Jersey’s telecoms market and be able to gather
information necessary to understand whether existing market participants and new entrants are in
scope of the Order.

The JCRA already collects data about the relevant turnover of licensed Public Telecoms Providers in

order to set the annual licence fees. Those fees cover the Authority’s “costs of establishment, its short-
term costs and its long-term costs” in performing its telecoms regulatory duties.*

The Government notes that the data collected by JCRA does not necessarily include all relevant
turnover for Public Electronic Communications Service providers (PECS) who are not also licensees.
There might, therefore, be some differences between the scope of relevant turnover for licensees as
currently reported to JCRA, and relevant turnover for those Public Telecoms Providers to which the
Order would apply.

Summary of Government’s revised
proposals

The Government proposes that the Order should apply to Public Telecoms Providers with relevant
turnover of £1million or above and will only cease to apply once the Public Telecoms Providers
relevant turnover has been less than £1million for two years.

The Government proposes to amend the draft Order that government consulted on in July 2025 as
follows:
e remove Schedule 1; and
o amend Article 2 Application, so that the Order applies to Public Telecoms Providers where the
Public Telecoms Provider’s relevant turnover is £1million or more and will only cease to apply
once the Public Telecoms Providers relevant turnover has been less than £1 million for two
years.

4 https://www.jcra.je/media/598820/licence-fees-for-regulated-sectors-2024-2026-information-note.pdf
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Consultation questions

Public Telecoms Providers are asked to consider the following questions:

Question 1 - Do you agree that the Order should apply to those Public Telecoms Providers with a
relevant turnover of £1 million or more and will only cease to apply once the Public Telecoms Providers
relevant turnover has been less than £1million for two years?

Question 2 — Do you agree that the proposed approach allows Public Telecoms Providers to
understand whether or not they are subject to the Order?

Question 3 — Do you agree that the proposed approach will allow the JCRA to identify those Public
Telecoms Providers to which the Order applies?

Question 4 — Do you agree that the proposed approach provides a means of ensuring stability?

Public Telecoms Providers are asked to provide responses in writing by 16 January 2026. Responses
should be sent to m.fews@gov.je
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