Jersey’s Cyber Security Strategy
Questions for consultation

When responding to the consultation questions please give reasons and evidence to support your answer,
indicating alternative courses of action, where appropriate. Although we would be grateful if you answered all
of the consultation questions, responding to only a selection of questions is also acceptable.

A. Related to the overall strategy:

Do you agree that ensuring robust Island-wide cyber security spanning governmental
institutions, critical national infrastructure and the private sector should be a priority for
Government? Please give details.

Do you consider that the principles guiding the Government’s approach are sound? Please
justify your answer and provide suitable alternatives if appropriate.

The main principles are as follows:
m actina proportionate way to balance cyber security with privacy and civil liberties
®m act as an enabler, partner and supportive (although sometimes critical) friend
m collaborating and facilitating collaboration across business and jurisdictions
m being guided by our values of liberty, transparency and rule of law

Do you believe the Strategy achieves the right balance between the added value of enhanced
cyber security and the potential cost of implementation? If not, what would you change to
achieve a more appropriate balance? Please give details and supporting evidence.

B. Chapter specific:

Establish an information sharing, reporting and incident response capability

4.

What is your view on the Government’s proposal to create an entity capable of responding to
Island-wide cyber security incidents (such as a “CERT”)?

What is your view on the Government’s proposal to create an information sharing entity?

Would your organisation be willing to actively participate in a Jersey-specific cyber information
sharing mechanism and/or a broader body such as the UK Cyber Information Sharing Protocol?
If not, what are the barriers to your organisation’s participation and how might they be
overcome? Please give details

Do you have any views on the form of incident response capability that would be appropriate
for Jersey?

What services would your organisation most value from an Island-wide cyber incident response
entity (such as a “CERT")?

Do you think it would be beneficial for Guernsey and Jersey to work together for example in
establishing joint incident response and/or information sharing capabilities where possible?
Please give details



Educate for the future
10. Do you believe that the Government’s aspiration of having Jersey’s workforce trained in basic
cyber security (proportional to the risk each employee faces) is an appropriate aspirational

goal? If not, what do you think would be a more appropriate goal?

11. Do you think there are other approaches to improving cyber security education that this
document has not identified?

Establish a framework to continuously assess Island-wide risks

12. Do you think private organisations would value participation in Island-wide cyber security
reviews and what would be the most valuable benefits for them?

Set minimum security requirements
13. What do you consider to be the advantages and disadvantages of establishing voluntary cyber
security standards as opposed to setting mandatory minimum standards? And, on balance, is

the Government correct to consider taking - at least initially - a voluntary approach?

14. Do you think that the UK Cyber Essentials is an appropriate standard for small and medium
sized enterprises? If not, what other standard(s) would you prefer to see adopted?

15. What do you think are the potential benefits and drawbacks of including additional Jersey-
specific requirements to the Cyber Essentials standard (effectively localising the Standard)?

Plan for the future cyber landscape

16. Do you think private organisations would benefit from participation in Island-wide cyber
security exercises and what would be the most valuable benefits for them?

C. On key performance indicators
17. Do you believe that the key performance indicators indicated in chapter four are appropriate?
Please explain your answer, provide examples and if appropriate suggest KPIs / target level for
KPls.

D. Other areas

18. We welcome your views on any other areas of the Strategy. Please support your arguments
with clear reasons and evidence and, if appropriate, offer alternative courses of action.



